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(29) Amendment | of US. Constitution (Privacy of Beliefs) stipulates that
“Congress shall make no law respecting an establishment of religion or
prohibiting the free exercise thereof; or abridging the freedom of speech, or
of the press; or the right of the people peaceably to assemble, and to petition
the Government for a redress of grievances”, on :

http://hrlibrary.umn.edu/education/all_amendments_usconst.htm.
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(30) Amendment Il (Privacy of the Home) «states that "No Soldier shall, in
time of peace be quartered in any house, without the consent of the Owner,
nor in time of war, but in a manner to be prescribed by law”, on :

http://hrlibrary.umn.edu/education/all_amendments_usconst.htm.

(31) Amendment IV (Privacy of the Person and Possessions) stipulates that
"The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated, and
no Warrants shall issue, but upon probable cause, supported by Oath or
affirmation, and particularly describing the place to be searched, and the
persons or things to be seized”, on :

http://hrlibrary.umn.edu/education/all_amendments_usconst.htm.

(32) Amendment V states that “No person shall be held to answer for a capital,
or otherwise infamous crime, unless on a presentment or indictment of a
Grand Jury, except in cases arising in the land or naval forces, or in the
Militia, when in actual service in time of War or public danger; nor shall any
person be subject for the same offence to be twice put in jeopardy of life or
limb; nor shall be compelled in any criminal case to be a witness against
himself, nor be deprived of life, liberty, or property, without due process of
law; nor shall private property be taken for public use, without just
compensation”.

(33) Amendment IX (More General Protection for Privacy?), provides that:
“The enumeration in the Constitution, of certain rights, shall not be construed
to deny or disparage others retained by the people”.
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(34) Exploring Constitutional Conflicts, “The Right of Privacy”, University OF
Missouri-Kansas City, School of Law: http://law2.umkc.edu.
(35) Meyer v. State of Nebraska (1923), Supreme Court of The United States,
262 U.S. 390, 1923,
http://law2.umkc.edu/faculty/projects/ftrials/conlaw/Meyer%20v%20Nebraska
%20%281923%29.html.
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(36) Griswold v. Connecticut (1965), Supreme Court of The United States , 381
U.S. 479, 1965,

http://law2.umkc.edu/faculty/projects/ftrials/conlaw/griswold.html.

(37) Stanley v Georgia (1969), Supreme Court of The United States, 394 U.S.
557 April 7, 1969,

http://law2.umkc.edu/faculty/projects/ftrials/conlaw/stanley.html.

(38) Amendment | of the US constitution states that “Congress shall make no
law respecting an establishment of religion, or prohibiting the free exercise
thereof; or abridging the freedom of speech, or of the press; or the right of the
people peaceably to assemble, and to petition the Government for a redress of

grievances”.
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(39) Exploring Constitutional Conflicts, Ibid.
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(40) Goodwin & | v United Kingdom [2002],
https:// www.equalityhumanrights.com/en/human-rights-act/article-8-respect-
your-private-and-family-life
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(41) Constitionnet, “Constitutional History of Germany”,

https://constitutionnet.org/country/constitutional-history-germany.

(42) Harry D. Krause, “The Right to Privacy in Germany: Pointers for
American Legislation?”, Duke Law Journal, Summer, 1965, Vol. 1965, No. 3
(Summer, 1965), pp. 481-530, p. 505.
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(43) United Nations Human Rights Office of the High Commissioner, *“ Online
expert seminar with the purpose of identifying how artificial intelligence,
including profiling, automated decision-making and machine- learning
technologies may, without proper safeguards, affect the enjoyment of the
right to privacy”, 27-28 May 2020, Concept Note, p. 2.
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(44) Mariarosaria Taddeo, “Cyber Security and Individual Rights, striking the
right balance Special issue of Philosophy & Technology — Online Security
and Civil Rights”, University of Warwick, 2015, p. 1.

(45) The Boston Consulting Group, “The Internet Economy in the G-20 (The
$4.2 Trillion Growth Opportunity)” Report, March 2012, p. 8.
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(47) Cléemence CODRON, “La surveillance diffuse: entre Droit et Norme”,
THESE en Droit Public, sous la direction de Professeur Jean-Jacques
Lavenue, Université de Lille 2, soutenue le 15 juin 2018, p. 31.
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(50) European Court of Human Rights, Case of Barbulescu v. Romania, 2017,
https://hudoc.echr.coe.int.
(51) European Court of Human Rights, Case of S. and Marper v. The United

Kingdom, 2008, https://hudoc.echr.coe.int.
XYY /YY) dda - (370 AW YOV VA K8 cdall - Ul 2y ylaY) ASad) ()

[VV‘L]



https://hudoc.echr.coe.int/
https://hudoc.echr.coe.int/

135l B 3" A e Ui o)1 L) (Sl 8 Al el ey A sl Al i
LS omme |58 ) 53S0

AgalatBy g A p3Ual il al) Adaa
glaall Sema ¥ a4l ) CTLL By lay) AeSadl cand gl AT Sa g
hlie o oy Gl Laddll diniia e 43 L o) oo pelll) 4 S L
oliay b s Allas b padal) al) 4l Ljgganll Gudy 3n B dude
Lald et 4y oo ailelan Jem Yy cagill (Y] i duilag daad Ay
e alell Caligall of o il 8 LSl sda cliad of @lld (el a4
aalgd didagll clialy ol oy lglumite o zg Al ey asiilag cilialy el
S Loy leledy Al Aadagl) Crag dilay Caagan 43 ddagiall Gl Ll
il Gingsg Aol dilgins oy Loy DY) Sl ledde 29 Al s ailagy e
@ty abby chie o zo Al e Gl Cibsd)l e Lad gy LS
el Ol alee Bl glag asiiday (U )la Lr Al Gy A bl
lilige dbags 138 Siarg cilgadll hlse s2)5i5 sylie) (o Janty 4ulS A s
ASi) L sgw (30 YU Legdle S 4d) ey M) 3y ks ) Lle
Sy Aol didgion wi Lo Lad sag Legilh old cunae dllun (he Cilagall
VAL ENS
Aadle plis YOO A Ll VYo o8y glall - (gyeadd) grdall O Cus g
dagal Gelag )l Al Aad e jas piag — Glaglaa) 45 Qs
(G Y Gilial sed Ll Galy Slasheadl wall lie G518 4l oo dadlS
5 snndll) o abiluy il U g i) eliadll 8 dall cpilalsall ey
Os2 o) Ll B pola pall db calS Wl (laye 5l abaiwl 5l g
som Loy Aaldl) agilin B3 ol Guilalsall dracs 5l DLl asill eVl Galisal
02 anad sl 138 8 zeul i) ol ccpiblsd) Al o Ualias cagd)
& ohsl) e Bl bl Lol Whe gl 585 il sdgs a8 S JlasY)
iy lgubias Glalsall oy cas ¥l alal) alailly b gl YL lgabios

s B TE W ATOAE i, bl b - dad U 5 - Lkl & laY) dadl (o)

ARARYATAR
[ VYY ]



daSaa drale 4590 — Aaluatdy) g 445 gAY il jal) Adaa

(ISSN: 2356 - 9492)

hall waat e Osilal) (e Yo salal) (& (aid dugdy alal ( oliicly 4y
goriall e Slogledll gginall 5 Aalall slall Los o olueVl Aded
Gradl panadl & dnaY) adll ol bl e gl Gle elsiel US L) e ol
oadal duig pSN) i)l (pe sl 28BS Jluyl o) dalal) sLall doal Sllgul
o el gl g Y adge gl alai M dsadid il peia sl 4Silge (993 Cune
agi Jilug saab ol Adlagleall 4S8N Gl ge 5 ) catiilse G50 cilerdl)
add gl dagad dgin dgaSa B lay yaa gl LAl Glasbie Cilagledl)
Jiaaa 5 o) danaea §ygdiall Calaglaal) il olgu oliay (yg0

Lylay) clgal) ddale cp Alald lagas Caeiag gl AaSadl cliad (o i
Glai & Jas ) Jd) ge agisalang dgilige o LB e psi gk B
Jsm Y A el agigs BUad 8 dAn Lo Gy cagles Olicatine ddllas
ole by gpiblsall Lpaddl)l dpall o cimiay WS IS8 b led Jaxd)
ol VL Gl as die G O g dald Ay Cuegen) Cpilasally
cagiasad BA gl Guiblgall daews dalall Y

il bl
bl do bl 8Ll (e drogSl dslyall ybolso

sl (rualy JS Badma e 95 B Ayl 5S4 ddlaia)l hlad) ()
e Gl P aadnis ddhal cilS 1y agadll @iy IS4 dadye
Aaad ) Ll L) of Y1) edysiliCoal) Aadasl) <l Joall b agaady (pidalsal
s oo UK Gribisd) (e Alaade CDlaws dasly Cynll seaell 8 55 Gaaal
lealatiny bl sl Ao Joaall i cilosSall cily Glapy) i) Ja
Lahall Ga Gublsall cend ol dsay e pill ey Adgyme e aled
vy LELES) S s Al daasSAl) gaball L) oSa Y 4l V) cdaasSall

[VVA]



135l B 3" A e Ui o)1 L) (Sl 8 Al el ey A sl Al i
LS omme |58 ) 53S0

AgalatBy g A p3Ual il al) Adaa

e Lesdle clgall o cdaglen LAl 138 8 daasSall Cililaal) (68 Lavie
L) allally casdll YL Aalaia oL

Gally) cilnally gLyl Beis Llasy Spai el Galdl) ) T s,
A G aalp Aasadll sl o eyl A Gl b
palh (g0 QY AallSe Bl 4 Baaall ClbagleSilly ddhadl lbadla
Dhall Luagadll & Gall Cumpe a8 Joall o )8 LS L46IS 4058 Glilea
desane bt . 3all 13 @il aiad Aa P cililecall Bukii pxe dih oo
(Ailginag daulii (Saay JAI B juta (bl dlansgy dajlall digildll lilaall (1
e dragadll Al eyt b gadsn e lbacla clbldy) @l Jeall ella Y
c sl gl Jety jUaal

oo sl Vo) ple 8 S0 Goniell e 38 aall
cly) e el dnglall Bl an J) gy “Patriot Act” &gl
di e L ¢ laall sasadll Glsll (8 Cippl (el ja oS Ay Ldsiag
iy s sl 138 LA e el Cangl) OIS - Aabacdl GLLY) Cibida
gy dsalsa

sl eyl ANSy Laall (ayet (sl 138 (ge YO salll (ke daaliasg
Algally Aabedl Ly Koy A L)) e Tsgale Yo a3 A0 Y)Y alad 40501
A1 sl GaY) Ay CalSs w3 3 Apageadd) & Gall e suT
— Verizon Communications <YLaiDl (g 4854 Slee GlallKa 4.8) ja

Coral o am @lldy —diee Gsle A Lgr Agane Ciilga ladd 393 A

(54) Neil M. Richards, “The Dangers of Surveillance”, 126 Harvard Law
Review 1934, 20 May 2013

AaidlSe (Bl (8 Al Gl pall s GlusY) (8 sia dlaa 5 3 jaty Jmall (aladl ) a1 585 (00)

L 5 sall () (§ i (alaa Baniall aadl] Aalall dpmandl (il (4 5le sl e LY

Loy (AWl 5 dpolaia) 5 4oliai®V) 5 daslual) g diaall (gluaiY) (3 5a A8 dlan el - e

http://hrlibrary.umn.edu/arabic/AR-HRC/AHRC13- il & sall olly 4
.127.pdf

[ vva ]



http://hrlibrary.umn.edu/arabic/AR-HRC/AHRC13-127.pdf
http://hrlibrary.umn.edu/arabic/AR-HRC/AHRC13-127.pdf
http://hrlibrary.umn.edu/arabic/AR-HRC/AHRC13-127.pdf

daSaa drale 4590 — Aaluatdy) g 445 gAY il jal) Adaa

(ISSN: 2356 - 9492)

L Lalall Gl EDlane paen sty AN (Sp el TV plad) daSas

seaibe y O Aol (e alaall SV o KL paall ey . jed) AN B
G AdlKe () Al e casill Y AS G e Lee e X Lo
e @l g Y VY Jupl YO 8 el Glld Bl Ly At padd b oladY)
)l Ghle e G pld

VI Jyanll casill e¥) ASS oK ¥ daSadd) o paball aY1 Cingasy
AB Y1 Sl 4 i ) gl Jie PN Dbl @l e
o Jyanll L L lgiaey Al i coprm 3 Sl clgy Jual) 5 A
Lalll (e Crall oy Lde gebaid) Goglie o slewd 5 ccldlSall (ggina
JAgilal)

¢l «The Wall Street Journal cujie Jg5 dhma <3 olall 1 iy
ceaily OV aaiie ple V1Y ) sial Jsenall Ciilgll el (e lilul) pan
Al A0V AasSal) ey cililadl e cagilly Lyall gyl malindl o Lia
e lape g Glialaadl Sllawy g AT all Jiley e Alile S ) Jgaasll
(Hosndll (Jagn A58 Jadd ] QlSHE ad aalsd e Bale UL
L yae 8)5S0al) ASAN anan Sl a5 iy Y Oosl Sl € sl cigung Sila
Gag e 4l alindl 138 Labigl bl Gutll Chay Laiy .4 LSl sl alinlly
lede Couniand sasiall Yl o) JBy ¢ apna) Cpibalgall Adlu e Jalaall

0518 Can sy La 5L 25 e o8 ((FISC) A4S e dan Al ol JLAuN) 480 e daSaa (07)

clll o Gl iy b Aaadll oda diday JiaBiy )V AVA alad dpia¥) cl jlaiuy) A8

) YISy Aol g A 51 saniall LY G Jaly cila) Gl sal) aca A8l

Ll LAY VIS 55 Al el gilal)

(57) CNN, “Boston Marathon Terror Attack Fast Facts”, CNN Editorial
research, 18 December 2020, https://edition.cnn.com.

(58) Public Law 107-56- Oct. 26, 2001, found on
https://www.congress.gov/107/plaws/publ56/PL AW-107publ56.pdf .

(59) Siobhan Gorman, Evan Perez, Janet Hook, “U.S. Collects Vast Data
Trove”, 7 June 2013, see the official website of Wall Street Journal on:
http://online.wsj.com
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(60) Ian Black, “NSA spying scandal: what we have learned”, 10 June 2013,
see the official website of The Guardian on: https://www.theguardian.com

(61) The New York Times, “Electronic Surveillance Under Bush and Obama”,
u.s. In :
https://archive.nytimes.com/www.nytimes.com/interactive/2013/06/07/us/07n
sa-timeline.html#/#time254 7504.
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(62) INDIA MCKINNEY AND ANDREW CROCKER, “Yes, Section 215
Expired. Now What?”, April 2020, Electronic Frontier Foundation, on:
https://www.eff.org.

(63) Privacy Act of 1974, on : https://www.justice.gov/opcl/privacy-act-1974.

[ VAY ]



https://www.eff.org/
https://www.justice.gov/opcl/privacy-act-1974

daSaa drale 4590 — Aaluatdy) g 445 gAY il jal) Adaa

(ISSN: 2356 - 9492)

Broedt agy Jagiall agDISgy LA Cladd gladiay gadia ajily LS cdagladll
Oiblgall e lgraddice (o Akdy cililug Glaglas o Jgpamall ciloaal) alls
LAlgally Zaha ) Cilgad) s

Ll 1Yo o8y Cilasheal) Liaglyi€s ol da8l€a (538 race Y ¢ AT uila (g
Lalall bl dabl cVlal) clod edie Al Al cllalall YoA
Ol 138 (e LBl Salad) Gl Cus dliae Jagpdug c s (B Y] (readiial
acdl) gatie a3l gindl) LS S dalad) slad) dos blele po "4l e
S Llalony Wyy gl e¥) Clgs clla s s of cpgd Osaililly
sl Gy Lgilaabiaia) Aoyl clgal) el w3l 4 LalKay)

Sles A BB G aal L Y cleall o Al pageaill (e g
@B Blss cAuysgand) Auly B Ay el (V) Sials daled) i)
s a3l o Jaa¥ly LAply) LB Aay dalall chlaally il 5l
D) 8 leilad) aaey pentice) lily Lje o Blall oYL Gl
ap — el e leliia) = ol (Klg L cpihalgall Lalall slall dleas AN
DAl o) ddanyd dalall cillabull AU bkl s dall) Glesdl) et o
Dhaly Pl daa L S agil) YL 3 gusially - asill GaY b dilatia Cland
Algalls dalall 532Vl 3las Ly sl Aadlng 43n99 Glasl) (el

L) ddhar el o) Gaiall oaldl dgliad) Clehal) slh Suay Sl
Al ge i b sae bl 4ild e @l IS 13 agy adidie palash 2alal)
Ty el of sl paldl o e 4l lad) gl e 40 Balall caal S8
() e sl @ldlly g klls wilegiaally hally Bilully Clbladll aes
& o CullaY Sl eha) ol ALy LS clislad) ddhar el ofs
Gl dais B g Als AR el (8l Y OIS e pals Ol
el D e 2 Baal panlls Lgile

[ vae )



135l B 3" A e Ui o)1 L) (Sl 8 Al el ey A sl Al i
LS e 15985580

AgalatBy) g A giAY bl Al Alaa

2ly dinadl) sl dhal) of g UY) sl dasall (058 o s JlgaY) maes A5
Alilas $AT ae gl Baal aaaill ALE Lagy N e 05 Y saaly s el e
Earda b Banial) ael) daals po Banial) aedld daelid) dpnsial) CSui) N
oo Al duagl) kil o pludy) Ggiad Joall ol Gaks olis s
obd YV G duasiall Cagas cAagite Bsliia ) (g A sSall dudd)l) dd)
Doty s 8 A Lty 3k e sleac¥1 Joall ) CULand Yoy g
osads (Bhlial aas (e lpae Al YA e Olbial) 1 e gy ciliial S
o6 dabie V1 L)) Ggaal diihy Cliwge EOGg el ddgo Clabaia
) gt ) laaliadll e el )l L alad) g Uil (e o pliag e sSa
Olecal 335l (SAY) sl g A0l Ladagll Laasydnll LYY Y sasial)
Lalll whabuall ) XSy ¢ )l panll (B dpagaddl (8 @l Lless oliis)
coldly adalall alall b Al Ay Aday) clileall Mty gy
& dagadll 8 Gall Ll A Leals (Al baadl) ) Joall Gans Sleales
ool o3 ciladiy L ol (ggiunal) e cihyolall Cilal ) Cuasig (a8 yeanl)
Yo dlall el dalad) Wlades Gpaan e oLyl Gy Asiaal) Lialll apais
g aly danbindly Al Bgiall paldd) Joall agall e VY ol ol Lo
Ol Aalall SlehaYl 3l AN L) Gsis oadae sl e e diall
oullall Lalall clehay) Hla) b ciliVsr i<l @bl tduagadl) b Gal)
G Aragadll b Gall Al Jlaall dalled doadll ol A8 bl
gl lalaal) Qi (i clald) anig daddyl) 4]yl (3l
&0 Ladie — g pCIY) VLAl by ddhe o cilealas 520 <yl LS
g bt (065 of oS = ey Ggiad Jgall (ilal) lld 3 Lay (pilall Tt
bl e (2aS) of e e gydall bl o sl sl Gl Yl

(64) OHCHR, “The right to privacy in the digital age”, Report of the Office of
the United Nations High Commissioner for Human Rights, www.ohchr.org.
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