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Abstract:

The importance of this study lies in the fact that digital currencies
are one of the modern forms of money, which are implemented
through electronic systems with encryption and are traded as one of
the applications of block chains, which allows high possibilities for
freedom of circulation without restriction according to economic
and geographical borders, and then reduces the expenses of cash
transfers that represent On a large scale, millions of dollars are
provided to institutions that deal with huge amounts of
administrative expenses, so they began to impose themselves in
government transactions, which required the production of a
cryptocurrency to strengthen it, in addition to the increase in

crimes of hacking electronic systems of the most famous
cryptocurrencies, which affected the economies of some countries
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and institutions, Therefore, the importance of this study seemed to
shed light on all aspects of cryptocurrencies in transactions,
potential security risks, and how to deal with them in light of
international cooperation. What threatens the overall security,
when the authorities depend on them in their governmental and
non-governmental transactions. This requires preparing a strategic
police system to confront criminal patterns Firstly, | set several
goals for myself that | want to reach, which is to clarify what
cryptocurrencies are, how they work, and the risks that will result
from dealing with them, to understand how to deal with those risks
and to find the best ways to confront them. It also showed patterns
of crimes that could target the cryptocurrency electronic system.
And it was analyzed in order to reach the appropriate mechanism
to confront and protect it, and to understand the methods by which
cryptocurrencies are used to commit crime, especially some
common patterns such as financing terrorism, money laundering,
and others, in order to reach an appropriate police mechanism to
combat both types. Whether it is crimes that aim to penetrate the
encrypted currency system or that use it to commit crimes. The
study deals with crimes committed using encrypted currencies,
crimes committed against currencies on charges of counterfeiting,
hacking the encryption system and theft, and criminal methods in
addition to the sources of crime whether committed against or
using them. Introducing digital currencies by explaining the
concept of digital currencies, their characteristics, and the reasons
for the attractiveness of dealing with digital currencies, their
development and risks, then studying the risks of using
cryptocurrencies in crime by explaining the advantages of digital
currencies to their perpetrators and their role in concealing criminal
activities, then the crimes committed by digital currencies, which
are fraud and appropriation crimes On cryptocurrencies, money
laundering, and terrorist financing, then crimes targeting the
cryptocurrency system such as double spending attack,
infrastructure attacks, and breaking SHA- integrating 256
algorithms, then discussing the future of digital currencies by
proposing a security strategy in the field of digital currencies
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through two axes The study concluded that cryptocurrencies are a
tool that is supposed to be beneficial to humanity in all respects,
and therefore they have many advantages highlighted by this study,
but just as every new innovation has beneficial aspects, it also has
a harmful use, which leads to harm to others. These damages are
represented in the fact that they have become a tool for perpetrators
of crimes to be able to hide their criminal activities, taking
advantage of the anonymity feature that distinguishes these
currencies and the difficulty of tracking them or the electronic
wallets that contain them. And trading through it which helped
them to some extent. What is wrong with laundering their illegal
money and committing crimes such as financing terrorism, but the
study shows that digital currencies can hide the activities in which
they are used if they are not used to harm a specific person, that is,
there is no victim of a crime in which they were committed. The
second axis is the crimes that aim to penetrate personal currencies
in order to breach confidence in them, so that they are not dealt
with, or those who deal in them are harmed and lose their capital
that they invest in. Through regional or international initiatives.
The study concluded with two detailed recommendations: - The
use of personal currencies is essential. Given the expected
complete digital transformation, it is necessary to embark on the
development of a police strategy with several axes, including the
technical one of creating the Blockchain, through which
cryptocurrencies are produced, and the Blockchain that is
exchanged from Through its servers, the second axis is related to
criminal security in terms of following up the criminal activities
that take place through the dark web and coordinating efforts with
the concerned authorities to track and control the financing of
terrorist groups and the exchange and money laundering in favor of
organized crime groups to reduce the negatives. The security
effects of encrypted currencies, the third axis is the legislative axis,
where encrypted currencies are legalized, their specific
specifications, the parties responsible for their production, all
details of their production and circulation, and the penalties
prescribed for attacking their electronic system within the
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framework of a special legalization or annex to the Anti-
Cybercrime Law - While the second included a proposal to include
training programs on understanding the cryptocurrency system and
blockchain within the officer training programs and their
specialization among financial crime officers.
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(1) Vittorio Aronica & others, digital transformation Leading our customers
towards a new economy of digital ecosystems, pp:5-6, 2018, www.eng.it
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(50) ) Deborah Hastings ,Va. Teen gets 11 years in prison for tweeting about
ISIS , aiding the terrorist group ,N.Y. Daily  News
(Aug.28,2015),http://mwww.nydailynews.com/news/national/va-teen-11-years-
rpison-aiding-isis-article-1.2340577.

(51) ) Marry-Ann Russon, Paris attacks: EU to crack down on bit coin transfers
in attempt to strange Isis funding, Int'l Bus. Times (Nov.20, 2015, 11:50
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(58) Kang, Kee-Youn, Cryptocurrency and Double Spending History:
Transactions with Zero Confirmation, 6 May 2019, pp:7-10,
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