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Abstract:

Digital transformation is one of the most important features of
the current era, as most Arab governments undertake this
transformation in their various sectors, and this transformation is
accompanied by a set of risks related to the circulation of data.
Therefore, studying aspects of criminal protection for such data in
light of digital transformation and the spread of artificial
intelligence technology was an urgent necessity in order to ensure
the security and safety of such data.

Determining what data should be protected - under the
umbrella of criminal law - exclusively is a fantasy, because we
cannot limit them. The complexity and multiplicity of types of data
makes it difficult to identify, and the greatest difficulty lies in
determining what is permissible to publish and circulate, and what
Is the opposite, as it is prohibited to publish or circulate, but rather
the person who has committed this behavior is considered to have
committed a crime. Failure to specify a clear standard that
differentiates between permitted information and protected
information makes the picture blurry and unclear to the general
public.

Regarding the importance of digital transformation, it plays an
important role in eliminating money laundering and tax evasion
crimes. Its danger lies in the illegal exploitation of this data using
artificial intelligence algorithms, to filter the interests and
tendencies of the owners of that data, so companies can provide
products and advertisements that match their interests, and even
develop into changing their political tendencies by injecting news
that matches their interests and change their orientations.

Many problems arise, such as: Has the government prepared
technically to protect data in light of its digital transformation?
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What legislation has been enacted in order to ensure the criminal
protection of data?

Keywords: digital transformation, data protection, artificial
intelligence, e-government.
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2. Margi Murphy, Millions of Facebook user records exposed in data breach, 3
APRIL 2019. https://www.telegraph.co.uk/technology/2019/04/03/millions-
Yoy, o £ a4 )b ) s (facebook-user-records-exposed-data-breach/

3. Nicholas Confessore, Cambridge Analytica and Facebook: The Scandal and
.the Fallout So Far, 4 April 2018
https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-
scandal-fallout.html
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33 ) GDPR, Article 17, Right to erasure (‘right to be forgotten’): 1. The data
subject shall have the right to obtain from the controller the erasure of
personal data concerning him or her without undue delay and the controller
shall have the obligation to erase personal data without undue delay where
one of the following grounds applies.
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34 ) Judgment of the Court (Grand Chamber), 13 May 2014 Google Spain SL
and Google Inc. v Agencia Espafiola de Proteccion de Datos (AEPD) and
Mario Costeja Gonzalez Request for a preliminary ruling from the Audiencia
Nacional Personal data — Protection of individuals with regard to the
processing of such data — Directive 95/46/EC — Acrticles 2, 4, 12 and 14 —
Material and territorial scope — Internet search engines — Processing of data
contained on websites — Searching for, indexing and storage of such data —
Responsibility of the operator of the search engine — Establishment on the
territory of a Member State — Extent of that operator’s obligations and of the
data subject’s rights — Charter of Fundamental Rights of the European
Union — Atrticles 7 and 8 Case C-131/12
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39 ) Data protection act 2018.
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