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Abstract

Cyber risk has become a major concern for companies as the frequency and
severity of cyber-attacks have increased. Giving the actual data, the current
study aims to investigate the impact of the cyber-risk on T-Mobile company
stock returns. T-Mobile company has suffered from six data breaches
between the period of 2015 and 2023. The event study was used to test the
impact of data breach announcements on T-Mobile Company's stock returns.
The findings show that data breaches have a significant impact on companies'
financial performance, as indicated by the abnormal returns observed
following the announcement of data breaches which were observed in 2015,
2018, and 2021; alternatively, it vanished in 2019, 2020, and 2023.The study
may be valuable for practitioners and academics interested in how
cyberattacks influence the financial industry. Moreover, results have a
significant implication for businesses, investors, and politicians in terms of
enhancing risk management techniques and reducing potential, financial and
reputational harm caused by such attacks. However, more research is needed
to understand the factors driving the variation in timing and magnitude of
abnormal returns following data breach announcements.

Keywords: Cyber-risk, Data breach, Event study, Stock returns.
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1. Introduction

In recent decades, the globe has seen a remarkable transformation.
The ability to keep up with the rapid pace of change and technological
innovation is an outstanding instrument for advancement (Panetta, 2018).

The conventional approaches to providing financial services have
been altered by fintech developments. Greater business efficiency, market
diversification, decentralization, and reshaped communication channels
between financial service providers and customers have all made room for
more transparency and financial inclusion. Faster, less expensive, and more
readily available digital financial services are another example. Fintech does,
however, have flaws and may pose serious risks to the financial system. The
negative aspects of fintech include cyber danger, dependency on Internet
connectivity, the possibility of data and privacy breaches, lack of regulatory
frameworks, the volatility of cryptocurrencies, and lack of competition as a
result of Big Tech's significant impact (Vuéini¢ & Luburi¢, 2022).

The increasing use of fintech has led to an increased need for
corporations to pay attention to cyber risk. While fintech has revolutionized
the financial industry, it has also made financial transactions more vulnerable
to cyber-attacks Kopp et al. (2017), Ryu (2018), Vucini¢ et al. (2022) the
cyber world is getting increasingly sophisticated, and so are the risks it faces
MCITP (2019) ,widespread and intricate Kraus, Kraus, & Shtepa (2022) . As
a result, the impact of cyber-attacks on the movement of stocks corporations
has become an important concern for investors and companies alike (Khakan,
Mostafiz and Najaf, 2021).

Fintech includes a variety of services and activities; moreover,
technological innovations have altered the lines of communication between
financial service providers and customer bringing with them new behaviors
Panetta (2018) ,Vucini¢ et al. (2022). The effect showed that financial
technology is considered a significant factor that can cause redrawing the
movement in financial markets.
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The globe is becoming a potential target for cyberattacks as the usage
of digital technologies expands; they merely take a worldview. It is incorrect
to believe that just a small number of nations are responsible for these
cyberattacks, and that, as a result, additional limitations may be placed on
them. Indeed, cybercriminals may launch an assault from anyplace (Vucini¢
et al. 2022).

In many ways, cyber risk has been around since the dawn of the internet
itself. Technology has progressed and so have the techniques employed by
hackers to bypass protections. In addition to financial losses, cyberattacks
may have an effect on a company's reputation, create a drop in consumer
confidence, halt operations, steal data, and lead to the theft or loss of
intellectual property Leroy (2022) , Aldasoro et al. (2022), inflict severe
harm Panetta (2018) . Cybersecurity issues used to be a problem for the
banking sector's corporate operations Gai, Qiu, & Elnagdy (2016), and are
categorized as an operational risk (Bouveret, 2018).

Cyber risk refers to the chance of suffering damage or loss as a
consequence of a breach in cybersecurity measures implemented by an
organization or of malicious behaviour conducted online. Companies in
today's interconnected world are forced to defend themselves against a wide
range of cyberattacks (Jaiswal et al. 2021; Chaudhary et al. 2022).

According to Baldoni (2019) one of the most common kinds of online
danger is called malware, and it refers to a kind of software that is designed
to interfere with, damage, or gain unauthorized access to a computer system
or network. Malware occurs in many different forms, including viruses,
trojan horses, and worms. In addition to that, it has the potential to do
significant damage to an organization's processes as well as its data.

Phishing is a different kind of cyber-attack that includes deceiving
individuals into disclosing sensitive information like passwords, credit card
numbers, or other personal data. To obtain sensitive data, cybercriminals
frequently use email or other communication channels to pretend to be
reputable organizations (Prakash et al. 2019).
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Cyber risks frequently include Distributed Denial of Service (DDoS)
and Denial of Service (DoS) attacks. In these assaults, a computer system or
network is overloaded with traffic or requests resulting in a crash or user
unavailability (Cetinkaya, Ishii & Hayakawa, 2019).

Another sort of cyber risk is social engineering, which includes
persuading someone to divulge private information or take a step that might
jeopardize a network or computer system. Hence, social engineering
techniques pose a serious risk to company security since they might be hard
to spot (Smith, Papadaki, & Furnell, 2013).

Moreover, Advanced Persistent Threats (APTs) are persistent,
targeted assaults against certain people or organizations with the goal of
obtaining unauthorized access to confidential data or intellectual property.
For many businesses, these assaults provide a substantial issue since they can
be very complex and hard to identify (Chowdhary, 2019).

An insider threat may be particularly harmful to a company's
cybersecurity since the perpetrators will already have easy access to sensitive
information and infrastructure. Employees, vendors, or other trusted parties
may be the source of a data breach if they intentionally or recklessly handle
the sensitive information they have access to. Among the many kinds of
cybercrime is intellectual property theft (IP) (Hadlington, 2018).

Another threat is that hackers use ransomware encrypt data belonging
to an organization and demand payment, generally in cryptocurrency, in
return for the decryption key. Since it may disrupt operations and result in
considerable financial losses, this kind of assault can be disastrous for
enterprises. Ransomware attacks may also lead to the loss of confidential
information or IP, which might have long-lasting effects on a company
(Brewer, 2016).

A data breach occurs when an unauthorized party gains access to
sensitive or confidential information. This type of security incident can take
place in a variety of ways, such as hacking, phishing, or physical theft of data
storage devices. The sensitive information that is typically targeted in a data
breach includes personal data such as names, addresses, social security
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numbers, and financial information, as well as intellectual property, trade
secrets, and other confidential business data (Cease, 2014).

Therefore, when managing cyber risk, corporations must overcome a
number of obstacles. The main difficulty is that the danger landscape is
always changing. So, corporations must be ahead of the curve to secure their
assets since cybercriminals are continuously coming up with new ways for
penetrating security systems. The second obstacle is the lack of qualified
employees to handle the cyber risk inside the corporation (Kosub, 2015).

The announcement of a cyber-attack on a corporation can have a
significant impact on its stock price, as investors may panic and sell off their
shares, leading to a drop in the stock price. The cost of remedying the damage
can also affect the financial performance of a corporation; thus, a further
decline in stock prices may occur Tosun (2021). The impact of cyber-attacks
on stock prices and financial performance may not be immediately apparent.
Sometimes this impact can take months or even years to become fully
apparent. Hence, it will become difficult for companies to accurately assess
the true extent of the damage and take appropriate action (Paté-Cornell et al.
2018).

In addition, it is difficult to accurately quantify the potential financial impact
of cyber-attacks, which hinders predicting the exact cost of this type of risk
as this impact can depend on a wide range of factors such as the type of data
that is compromised, the level of disruption caused, and the company's
reputation Zhan et al. (2015) , Reddick (2009), Carayon & Kraemer, (2006).
In addition to the loss of customer trust or reputational damage, the above
mentioned consequences can have long-lasting impacts on a company's
performance (Chowdhury, 2016; Agrafiotis et al. 2016).

In a letter that he wrote in September 2015, T-Mobile CEO John Legere
addressed a data breach that had happened at their vendor, Experian, which
handled credit applications for T-Mobile. Claims that the breach affected
almost 15 million customers who applied for T-Mobile service or device
finance between September 1, 2013, and September 16, 2015, (Legere, 2015).
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Once more, in August 2021, T-Mobile was the target of a cyberattack that
had a negative impact on 76.6 million Americans. Customers of T-Mobile
filed the class action case, which was resolved for $500 million. Of that
money, $150 million will be used to upgrade T-Cybersecurity Mobile's
technologies and defences, while $350 million will be used to address
customer claims. No one payment to a T-Mobile customer should be more
than $2,500 according to the proposed settlement (Corkery, 2022).

Lastly, in the discovery that occurred in 2023, almost 37 million T-Mobile
customers have been affected by the data breach. The amount paid by T-
Mobile in reaction to the 2022 data breach is not specified in the official
statement, although the company paid $350 million to settle customer claims
from a class action lawsuit coming from an earlier data leak. Google Fi, which
lists T-Mobile as one of its network partners, was also affected by the same
hack in terms of client data. (Condon, 2023).

2. Research motivation

Cyber-attacks have become a significant threat to businesses, and their
impact on stock price is a crucial area of research. As the financial industry
increasingly relies on technology, fintech services have emerged to improve
accessibility and innovation. However, they also pose new risks that need to
be addressed which reflects the motive of current study. Thus, cyber risk in
particular, is a critical challenge for businesses, as it can result in significant
financial and reputational costs. As technology continues to evolve,
businesses must remain vigilant and take proactive measures to mitigate the
risks associated with cyber-attacks and other forms of cyber risk.

3. Literature review

Cyber-attacks have become a growing concern for businesses in recent
years. This literature review explores the relationship between cyberattacks
and the movement of stock prices. It provides an overview of the independent
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variable, which is cyber-attacks, including their types, causes, and
consequences. It then delves into the dependent variable, which is the
movement of stock prices, including the methods used to study this
relationship and the factors that influence the extent of stock price
fluctuations.

Mention (2019) explored the field of fintech by studying its impact on the
financial landscape. Fintech encompasses both innovative financial services
made possible by technology and the organizational frameworks that support
them. Any invention that seeks to improve the production, delivery, and the
use of financial services can be considered fintech in a broader sense.
Additionally, regulators are taking notice of fintech as it presents new
challenges and opportunities for oversight, including protecting customer
data privacy and promoting financial inclusion.

According to Ernst and Young (2017) investigation, the legacy financial
institutions in developed economies will be forced to clarify their strategies,
build new capabilities, and change their cultures as a result of this trend, even
though its effects have so far been most noticeable in developing economies
like China and India. While Gobble (2018) discovered that fintech businesses
have arisen as industry disruptors by using technology to provide fresh,
cutting-edge financial services that are often more practical, effective, and
affordable than conventional financial services. Treleaven (2015) found that
many sorts of fintech exist, including payments and transfers, lending and
financing, personal finance, and cryptocurrencies.

Jenik and Lauer (2017) found that fintech has several positive aspects,
including enhanced accessibility, cost-effectiveness, and innovation. Jaksic
and Marinc (2019) fintech does, however, also have significant drawbacks,
like security issues, lack of regulation, and inadequate customer assistance.
Hence, cyberattacks may target fintech services, putting users' financial and
personal information at risk. Since fintech services are often exempt from the
same rules as conventional financial services, fraud may occur. Therefore,
fintech services may be fully digital denying clients the chance to get the in-
person assistance they need in certain circumstances.
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According to Haizler (2017) the concept of cyber risk is a relatively new
phenomenon, with the term only gaining traction following the rise of the
internet in the 1990s. The first notable incident of cybercrime occurred in
1988, when a computer science student named Robert Morris released a
worm that infected thousands of computers across the United States.
Eisenberg explained that since this incident, cyber threats have continued to
evolve and become more sophisticated, making them increasingly difficult to
detect and prevent.

Strupczewski (2021), Hossain et al. (2022), investigated the cyber risk and
found that it referred to the potential damage, loss, or disruption to an
organization's operations or assets resulted from a breach or attack on its
computer systems or networks. It encompassed a broad range of potential
threats, including data breaches, hacking, malware, phishing attacks, and
distributed denial of service (DDoS) attacks Suryateja (2018). Abu Bakar et
al (2020) found that the problem of cyber risk is one that is continually
developing, and as technology develops, so do the potential threats that come
with it.

According to Xuan, Dao, & Nguyen (2020), Advanced Persistent Threats
(APTSs) and Intellectual Property (IP) theft are two specific types of cyber risk
that can pose significant threats to organizations. APTs are described as
sophisticated and stealthy attacks carried out by skilled and persistent
adversaries who aim to gain access to a system or network and remain
undetected for a prolonged period of time. This caused severe damage to the
organization under attack by stealing sensitive data, disrupting operations, or
even using the compromised network as a launching pad for further attacks.
On the other hand, IP theft refers to the stealing of an organization's
proprietary information, such as trade secrets, designs, and other intellectual

property.

Ghafir and Prenosil (2014) argued that APTs and IP theft are serious cyber
risks that can result in significant financial, competitive advantage losses, and
reputational damage for organizations. They also recommend training
employees on cybersecurity best practices and investing in appropriate

YOYY i — J¥ s el () 0) aad) - () alaal 8 _yalaal) A jlail) ciluad Jal) Alye

(VYA)



Dr. Samira M. Allam . Dr. Mohamed Abdelraouf Role of Cvber-Risk on shaping

technologies and solutions to effectively manage these specific types of cyber
risks.

Leuprecht, Skillicorn, and Tait (2016) and Solhaug et al. (2015) argued the
history and types of cyber risk, as well as the costs, challenges, and obstacles
associated with it and explained that cyber risk can take many forms from
data breaches to hacking attacks, and it can have significant financial and
reputational costs for businesses.

Li and Liu (2021) noted that cyber risk can take many different forms,
including targeted assaults on particular firms as well as more extensive and
pervasive attacks on entire sectors. They suggested that understanding the
various forms of cyber risk and their potential impacts is essential for
organizations to effectively manage these risks and develop appropriate
cybersecurity strategies.

Nathan and Scobell (2020) pointed out that cyber risk can result in significant
financial and reputational costs for businesses. IBM Security stated that the
average cost of a data breach in 2020 was $3.86 million, which includes
expenses such as lost income and damage to brand reputation. Direct costs
related to the incident, such as legal fees and computer repairs, are also
factored into this figure. Utzig, Mane, and Mikua (2023) highlighted that
cyber risk can have far-reaching consequences, including a loss of customer
confidence and trust, which can be difficult to restore. Even if a company
took a swift action to mitigate the impact of a cyber incident, customers may
be hesitant to do business with them again due to concerns about the safety
and security of their personal information.

Serra-Ruiz et al. (2016) argued that the constantly evolving threat landscape
is a significant barrier to effectively managing cyber risk. Cybercriminals are
continuously devising new tactics to exploit vulnerabilities and access
sensitive information, which necessitates a proactive approach to
cybersecurity. However, many businesses faced the challenge of limited
resources and a shortage of skilled personnel, which can hinder their ability
to implement effective cybersecurity measures. Hammoudeh et al. (2017)
asserted that the constantly evolving nature of cyber threats and protective
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measures makes it challenging for many small and medium-sized
organizations to keep up. As a result, these organizations may lack the
resources or expertise required to effectively prevent and respond to
cyberattacks.

Akande (2021) highlighted the problem of ransomware attacks as an example
of the constantly evolving nature of cyber risk and the challenges they pose
for businesses. To explain, ransomware is a virus that encrypts an
organization's data and makes it inaccessible until a ransom is paid. Payne
and Mienie (2021) indicated that cyber attackers are constantly developing
new tactics to make ransomware attacks more sophisticated, such as the use
of double extortion where data is not only encrypted but also stolen and
threatened with public release until the ransom is paid. Which reflected the
ever-evolving nature of cyber risk and the need for businesses to stay up to
date with the latest protective measures to avoid potential financial and
reputational damage.

Coburn, Leverett, and Woo (2018) highlighted the potential impact of cyber
risk on a corporation's stock price, as investors may lose confidence in the
firm after a cyber event, such as a data breach or ransomware attack.
Moreover, the potential reputational damage that could result from a widely
reported cyberattack can cause long-term harm to the brand's image, further
impacting stock values. This was in line with Zou and Schaub (2018), the
news of the breach caused investor anxiety about the possible financial and
reputational repercussions of the event, which caused Equifax's stock price
to decline by around 14% in the days after the breach. Similar to this,
Manworren, Letwat, & Daily (2016), concluded that data breach at Target in
2013 resulted in the exposure of some 40 million consumers' credit card
details. In the days after the breach notification, the company's stock price
decreased by almost 10%.

In the same regard, Wojcik (2012) explained that in addition to the direct
financial costs associated with a cyber incident, such as legal fees and IT
remediation, companies may also experience indirect costs such as lost
business and damage to their reputation. While Uma and Padmavathi (2013)
inferred that customers might lose trust in the company's ability to protect
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their sensitive data resulting in a loss of sales and revenue. This can have a
long-term impact on the company's stock prices (Huang, Ye, and Stuart
Madnick, 2019).

Say and Vasudeva (2020) suggested that investors may view cyber risk as an
indication of a company's overall risk management and governance practices.
They noted that a cyber incident can lead to a decline in investor confidence
and a drop in stock prices if the company is seen as having inadequate risk
management practices. This effect may be particularly pronounced if the
company has a history of cyber incidents or if the incident is seen as resulting
from negligent or inadequate cybersecurity practices.

Durbin (2017) proved that in the current digital era, with the increasing
prevalence and sophistication of cyber-attacks, businesses need to adopt a
proactive and comprehensive approach to cybersecurity. He concluded that
to mitigate the risks associated with cyber incidents and protect their stock
prices, companies should invest in the latest tools and technology, establish
robust cybersecurity policies and procedures, and regularly test and update
their systems.

Al-Zaben et al. (2018) defined a data breach as the unauthorized access,
exposure, or theft of personally identifiable information (P1I). On the other
hand, Lagazio, Sherif, and Cushman (2014), suggested that data breaches can
occur due to a variety of factors, including hacking, phishing, and malware
attacks. Sensitive data can be compromised resulting in significant financial
losses and reputational damage for those affected.

Solove, Liu, & Citron (2017) highlighted the fact that identity theft, in which
personal details like names, addresses, and account numbers are exploited, is
a common outcome of data breaches. Identity theft may have devastating
effects, including harm to a person's income, credit, and reputation.

Zou and Schaub (2019) suggested that there are several actions that both
individuals and businesses can take to prevent data breaches, including using
strong passwords, implementing two-factor authentication, regularly
updating software, and providing personnel with training on data security
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best practices. Daly (2018) indicated that in the event of a data breach, prompt
steps should be made to adopt remedial actions such as informing potentially
impacted persons, investigating, and enhancing data security protocols. The
harm from the breach may be reduced by taking these measures, and future
instances can be avoided. Luijf, Besseling, & De Graaf (2013) emphasized
that in today's digital world, data breaches are a common risk that individuals
and businesses must be aware of. It is crucial to take proactive measures to
safeguard private data and prevent potential threats. Jones et al. (2019)
conducted research on the impact of cybercrime on publicly traded
companies' stock values by gathering financial data from companies that had
been identified as victims of cybercrime in news publications. Then they
emphasized the gravity of cybercrime, not only in terms of lost profits and
stolen property but also in terms of reputational damage to a company, which
can eventually cause its stock market value to decline.

The results of the study showed that stock prices had a detrimental effect
during each of the time periods examined, with one of them having a
particularly significant influence, which demonstrated how cybercrime
impacts the company's stock market value (Smith et al. 2019).

In conclusion, it has been shown that cyber-attacks significantly lower a
company's stock price. As technology advances, organisations confront an
increasing risk of data breaches, hacking, malware, and phishing attacks.
Fintech, or the financial technology sector, has become a significant industry
disruptor by offering unique financial services that are both more accessible
and more affordable than the alternatives. As a result, fintech has flaws as
well, such as poor security, a lack of regulation, and subpar customer service.
In order to lessen the likelihood of being hacked or suffering other losses
related to financial technology, organisations need to take preventative
measures against cybersecurity threats, such as performing regular risk
assessments, maintaining constant monitoring, and developing strong
incident response plans. The literature emphasised the significance of
understanding the relationship between cyberattacks and stock prices, as well
as the importance for businesses to take a proactive approach to cybersecurity
in order to secure their operations, assets, and sensitive data. This calls for
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attention and sheds light on the defects and damages that may result, not only
for the disadvantages that are cyber risk considered one of them.

4. Developing Hypotheses & Research Methodology

Despite the rising concern over data breaches, few studies have assessed the
financial impact of cyber-attacks on a company's reputation or even on the
market value of its shares. The cost of data breaches has received most
attention in the literature, but the effects on a company's stock have not been
well explored. So, this study seeks to concentrate on how the financial market
reacts to this operational risk by tracking the movement of stock returns
before and after the data breach announcement. One way to measure the
impact of cyberattacks on a company is to conduct an event study of stock
price fluctuations, which is a statistical method used to determine the impact

of a specific event on the value of a company's stock. Hence, the study aims
to test the following hypothesis:

There are no statistically significant differences between abnormal returns
before announcing data breaches and those after these announcements in the
company (T-Mobile US).

T-Mobile US is a telecommunications company headquartered in Bellevue,
Washington, USA, where it provides wireless voice and data services, as well
as mobile broadband services to over 100 million customers in the United
States, Puerto Rico, and the U.S. Virgin Islands. T-Mobile US, Inc. is one of
the largest providers of wireless communication services in the United States
and has a market capitalization of over $170 billion as of March 2023. The
company operates a nationwide 5G network and has partnerships with major
technology companies such as Apple, Samsung, and Google to offer a wide
range of devices and services to its customers. The study population includes
all events of the announcement about data breaches for T-Mobile US,
(TMUS) from 2015 to 2023.
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Figure (1) shows these announcements as follows:

Figure (1): Announcement of Data Breaches

Beginning Ending
2015 2018 2019 2020 2021 2023
Disclosed Discovered Disclosed Disclosed Disclosed Disclosed
On data Breach On On On On
30! Sept.2015  On 215tNov.2019 4™ March. 2020 27 Aug. 2021 19t Jan. 2023
20th Aug.2018

Source: T-Mobile letter (2015,2021,2023)

According to figure (1), there are six data breach announcements made
between 2015 and 2023. The hypothesis which mainly focused on the market
response to these events could be tested using the event study methodology
to test the significance between abnormal returns using Wilcoxon Signed-
Rank Test. The calculation for the Z value in a Wilcoxon Signed-Rank Test
is dependent on the specific data being analyzed. The general process of
conducting a Wilcoxon Signed Rank Test.

The null hypothesis is that:

" There are no statistically significant differences between abnormal returns

before announcing data breaches and those after these announcements in the
company (T-Mobile US)™".
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The alternative hypothesis is that:

" There are statistically significant differences between abnormal returns
before announcing data breaches and those after these announcements in the
company (T-Mobile US)™".

Therefore, the differences between the two related variables are calculated
and ranked by absolute value, and the sign of the difference is then ignored.
The Wilcoxon Signed-Rank Test involves calculating the sum of the positive
and the negative ranks, while the test statistic is the smaller of these two sums.
Finally, the Z value is calculated using the test statistic and the sample size.
The p-value is then calculated using a standard normal distribution table, and
the null hypothesis is rejected if the p-value is less than the significance level.
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4. Results of Empirical Work

After calculating the actual returns, we estimate the normal returns using the
market model using the NASDAQ index, then we estimate the abnormal
returns. To test the normality of abnormal returns, the following table
summarizes testing normality using Kolmogrov-Smirnov test:

Table (1): Testing normality of the abnormal returns using Kolmogrov-
Smirnov Test.

2015 2018 2019 2020 2021 2023
DAY

z Sig. z Sig. z Sig. z Sig. z Sig. z Sig.
-40 0.144 | 0.036 | 0.171 | 0.005 | 0.083 | .200" | 0.235 | 0.000 | 0.105 | .200" | 0.087 | .200"
-35 0.157 | 0.029 | 0.169 | 0.013 | 0.091 | .200" | 0.237 | 0.000 | 0.139 | 0.085 | 0.095 | .200"
-30 0.124 | .200" | 0.145 | 0.109 | 0.094 | .200" | 0.224 | 0.001 | 0.153 | 0.072 | 0.090 | .200"
-25 0.149 | 0.160 | 0.157 | 0.114 | 0.114 | .200" | 0.213 | 0.005 | 0.146 | 0.180 | 0.089 | .200"
-20 0.140 .200" 0.173 | 0.120 | 0.118 .200" 0.209 | 0.022 | 0.129 .200" 0.119 .200"
-15 0.138 | .200" | 0.255 | 0.010 | 0.181 | .200" | 0.149 | .200" | 0.145 | .200" | 0.143 | .200"
-10 0.143 | .200" | 0.194 | .200" | 0.219 | 0.189 | 0.207 | .200" | 0.192 | .200" | 0.183 | .200"
-5 0.233 | .200" | 0.304 | 0.147 | 0.259 | .200" | 0.316 | 0.115 | 0.286 | .200" | 0.331 | 0.077

Eg;;t 30, Sept 6, Sept 21, Nov 4, March 27, Aug 19, Jan

5 0.255 .200" 0.245 .200" 0.408 | 0.007 | 0.214 .200" 0.231 .200" 0.400 | 0.009
10 0.191 .200" 0.236 | 0.121 | 0.328 | 0.003 | 0.138 .200" 0.219 | 0.189 | 0.188 .200"
15 0.124 .200" 0.210 | 0.073 | 0.189 | 0.156 | 0.140 .200" 0.121 .200" 0.132 .200"
20 0.117 .200" 0.161 | 0.184 | 0.170 | 0.134 | 0.126 .200" 0.105 .200" 0.146 .200"
25 0.111 .200" 0.119 .200" 0.152 | 0.140 | 0.153 | 0.137 | 0.108 .200" 0.137 .200"
30 0.100 | .200" | 0.131 | 0.197 | 0.170 | 0.027 | 0.104 | .200" | 0.124 | .200" | 0.133 | 0.183
35 0.118 .200" 0.110 .200" 0.129 | 0.147 | 0.108 .200" 0.121 .200" 0.123 | 0.198
40 0.107 .200" 0.098 .200" 0.135 | 0.064 | 0.097 .200" 0.127 | 0.105 | 0.154 | 0.017

As indicated by the significance levels associated with Z values, for all
research periods during the years before and after the announcement of the
T-Mobile data breach, daily abnormal returns deviate from normal.

Table Il summarizes the descriptive statistics of abnormal returns for various
time periods before and after the data breach announcement, ranging from 5
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to 40 days. The table displays the mean and standard deviation for each time
period.

Table (11): Testing the descriptive statistics of abnormal returns.

2015 2018 2019 2020 2021 2023
Mean Std. Mean Std. Mean Std. Mean Std. Mean Std. Mean Std.
-40 0.002 0.012 0.001 0.016 0.002 0.010 -0.004 0.020 -0.002 0.010 0.000 0.016
-35 0.002 0.012 0.002 0.017 0.002 0.011 -0.005 0.021 -0.003 0.011 0.000 0.017
-30 0.002 0.012 0.003 0.017 0.003 0.011 -0.006 0.023 -0.003 0.011 0.000 0.017
-25 0.001 0.013 0.002 0.018 0.003 0.012 -0.006 0.025 -0.003 0.010 0.001 0.016
-20 0.003 0.013 0.000 0.007 0.004 0.013 -0.009 0.027 -0.003 0.010 0.000 0.015
-15 0.003 0.014 -0.001 0.006 0.006 0.013 -0.004 0.014 -0.002 0.011 0.000 0.017
-10 0.003 0.016 -0.003 0.007 0.006 0.014 -0.002 0.013 -0.006 0.011 0.000 0.019

-5 -0.003 0.018 0.001 0.006 -0.002 0.011 0.000 0.016 -0.010 0.006 -0.009 | 0.012
E;ear; 30, Sept 6, Sept 21, Nov 4, March 27, Aug 19, Jan
5 -0.005 0.009 0.007 0.018 0.004 0.010 -0.006 0.037 -0.007 0.006 -0.007 | 0.021
10 -0.004 0.013 0.004 0.013 0.005 0.011 -0.007 0.032 -0.006 0.007 -0.011 | 0.025
15 -0.002 0.012 0.004 0.011 0.005 0.010 -0.003 0.029 -0.005 0.009 -0.007 | 0.022
20 -0.005 0.016 0.003 0.011 0.004 0.009 -0.005 0.030 -0.003 0.010 -0.004 | 0.020
25 -0.005 0.017 0.004 0.011 0.002 0.009 -0.001 0.028 -0.002 0.011 -0.002 | 0.020
30 -0.005 0.017 0.004 0.010 0.002 0.009 -0.001 0.025 -0.004 0.012 -0.003 | 0.018
35 -0.004 0.020 0.003 0.011 0.002 0.008 -0.001 0.024 -0.004 0.012 -0.002 | 0.017
40 -0.004 0.020 0.003 0.014 0.001 0.008 0.001 0.023 -0.005 0.014 -0.001 | 0.018
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Table (1) illustrates the significance of variation among abnormal returns
comparing those of days -40: -5 with those of days 5: 40, using Wilcoxon
Signed Rank Test, as follows:

Table (111): Testing Hypothesis using Wilcoxon Signed Rank Test.

2015 2018 2019 2020 2021 2023
Period 30, Sept 6, Sept 21, Nov 4, March 27, Aug 19, Jan
z Sig. z Sig. z Sig. z Sig. z Sig. z Sig.

Day -
5: Day -.135-P 0.893 -.674-° 0.500 -.674-° 0.500 -.135-P 0.893 -.944-> 0.345 -.135-P 0.893
5
Day -
10: -1.070- 0.285 -1.682-¢ 0.093 -.051- 0.959 -.255-¢ 0.799 -.866- 0.386 -.415-¢ 0.678
Day10
Day -
15: -1.306- 0.191 -1.931-° 0.043 -114-° 0.910 -.057-¢ 0.955 -1.647-° 0.040 -1.079-¢ 0.281
Day 15
Day -
20: -2.016-° 0.044 -.821-° 0.411 -112-¢ 0.911 -.448-> 0.654 -1.344-0 0.179 -.261-¢ 0.794
Day 20
Day -
25: -.605- 0.545 -.982-¢ 0.326 -471-¢ 0.638 -.982- 0.326 -1.440- 0.150 -.444-¢ 0.657
Day 25
Day -
30: -2.026-° 0.043 -.876-° 0.381 -.134-> 0.894 -.668-" 0.504 -.586-" 0.558 -.648-¢ 0.517
Day 30
Day -
35: -1.425- 0.154 -.622-° 0.534 -.311-° 0.756 -1.163- 0.245 -.753-° 0.451 -.106-" 0.915
Day 35
Day -
40: -1.438- 0.150 -1.143-° 0.253 -.242-¢ 0.809 -1.479- 0.139 -1.317- 0.188 -.343-¢ 0.732
Day 40

Y Mlustration of a, b and ¢

Table 111 shows the results of the Wilcoxon Signed Rank Test used to test the
hypothesis of significant abnormal returns before and after the data breach
announcements. The table presents the Z-score and significance level (Sig.)
for each time period, separated by the year and date of the announcement.

The findings indicate that data breaches have a significant impact on the
companies' financial performance as demonstrated by the abnormal returns
observed across different years. Abnormal returns were observed at different

! Note: denotes a. Wilcoxon Signed Ranks Test, denotes b. Based on positive ranks, and denotes c.
Based on negative ranks.
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time intervals following the announcement of data breaches in 2015, 2018,
and 2021.

In 2015, abnormal returns were observed both 20 and 30 days following the
data breach announcement, while in 2018, they were observed only 15 days
after the announcement. This finding suggests that investors in 2018 may
have been more sensitive to the news of the data breach than in 2015,
potentially, due to the severity or scope of the breach, or market conditions
prevailing at the time.

Additionally, in 2021, abnormal returns were observed only 15 days after the
announcement of the data breach. This result implies that the market may
have become more efficient in responding to data breaches over time,
potentially, due to increasing awareness of cyber risk and improving risk
management practices by companies.

The absence of abnormal returns in 2019, 2020, and 2023 suggests that
investors did not perceive those breaches to have a significant impact on the
company's stock return. It is possible that the company's response to the
breaches was more effective, or that those breaches were less severe than
those occurred in the years where abnormal returns were observed. However,
more research is needed to understand the factors driving the variation in the
timing and magnitude of abnormal returns following data breach
announcements.

Overall, the findings underscore the importance of timely and transparent
disclosure of data breaches to investors and stakeholders, as well as the need
for companies to have effective response and remediation plans in place to
minimize the impact on their stock performance.

5. Conclusions

Based on the efficient market hypothesis, there is an effect of information on
prices and returns. This study highlights the significance of cyber-attacks as
a growing operational risk for companies. It finds that data breaches can have
a significant impact on the companies' financial performance as evidenced by
abnormal returns observed following the announcement of data breaches in
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different years for T-Mobile Company. The results demonstrate that data
breaches have a clear role on shaping the movement of stock returns, as seen
by the abnormal returns in 2015, 2018, and 2021 following the declaration of
data breaches; alternatively, it disappeared in 2019, 2020, and 2023.

This indicates that companies that experience a cyber-attack or data breach
often experience a significant decrease in their stock price due to the damage
to their reputation, financial performance, and investor confidence. The
study's findings might be valuable for practitioners and academics interested
in learning more about how cyberattacks influence the financial industry.
Moreover, the results have significant implications for businesses, investors,
and politicians in terms of enhancing risk management techniques and
reducing the potential financial and reputational harm caused by cyber-
attacks. This aim requires an early upfront notification of data breaches,
effective response, repair procedures, continual monitoring and assessment
of cyber risk with the fast growth of fintech and the rising complexity of
cyber-attacks. To prevent stock price swings, corporations must take
necessary precautions to defend against cyber-attacks and data breaches.
Further research is necessary to comprehend the factors responsible for the
differences in the size and timing of abnormal returns subsequent to the
disclosure of data breaches. These factors can help in explaining why
financial markets react differently to such events. To elucidate the market
response, a new research approach combining traditional and behavioral
finance can be pursued. This amalgamation can be extended to other fields
such as customer loyalty, where it can serve as an explanatory variable for
distinct reactions.
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Appendix

ing

ty of the abnormal returns us

Kolmogrov- Smirnov Test.

: Testing normal

Table (1)

2015 2018 2019 2020 2021 2023
DAY
z Sig. z Sig. z Sig. z Sig. z Sig. z Sig.

-40 0.144 0.036 0.171 0.005 0.083 .200" 0.235 0.000 0.105 .200" 0.087 .200"
-35 0.157 0.029 0.169 0.013 0.091 .200" 0.237 0.000 0.139 0.085 0.095 .200"
-30 0.124 .200" 0.145 0.109 0.094 .200" 0.224 0.001 0.153 0.072 0.090 .200"
-25 0.149 0.160 0.157 0.114 0.114 .200" 0.213 0.005 0.146 0.180 0.089 .200"
-20 0.140 .200" 0.173 0.120 0.118 .200" 0.209 0.022 0.129 .200" 0.119 .200"
-15 0.138 .200" 0.255 0.010 0.181 .200" 0.149 .200" 0.145 .200" 0.143 .200"
-10 0.143 .200" 0.194 .200" 0.219 0.189 0.207 .200" 0.192 .200" 0.183 .200"

-5 0.233 .200" 0.304 0.147 0.259 .200" 0.316 0.115 0.286 .200" 0.331 0.077

Event Day 30, Sept 6, Sept 21, Nov 4, March 27, Aug 19, Jan

5 0.255 .200" 0.245 .200" 0.408 0.007 0.214 .200" 0.231 .200" 0.400 0.009

10 0.191 .200" 0.236 0.121 0.328 0.003 0.138 .200" 0.219 0.189 0.188 .200"

15 0.124 .200" 0.210 0.073 0.189 0.156 0.140 .200" 0.121 .200" 0.132 .200"
20 0.117 .200" 0.161 0.184 0.170 0.134 0.126 .200" 0.105 .200" 0.146 .200"
25 0.111 .200" 0.119 .200" 0.152 0.140 0.153 0.137 0.108 .200" 0.137 .200"
30 0.100 .200" 0.131 0.197 0.170 0.027 0.104 .200" 0.124 .200" 0.133 0.183
35 0.118 .200" 0.110 .200" 0.129 0.147 0.108 .200" 0.121 .200" 0.123 0.198
40 0.107 .200" 0.098 .200" 0.135 0.064 0.097 .200" 0.127 0.105 0.154 0.017
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tatistics of abnormal returns.

Ve S

the descripti

Testing

Table (11)

DAY 2015 2018 2019 2020 2021 2023
Mean Std. Mean Std. Mean Std. Mean Std. Mean Std. Mean | Std.
-40 0.002 | 0.012 | 0.001 | 0.016 | 0.002 | 0.010 | -0.004 | 0.020 | -0.002 | 0.010 | 0.000 | 0.016
-35 0.002 | 0.012 | 0.002 | 0.017 | 0.002 | 0.011 [ -0.005 | 0.021 | -0.003 | 0.011 | 0.000 | 0.017
-30 0.002 | 0.012 | 0.003 | 0.017 | 0.003 | 0.011 | -0.006 | 0.023 | -0.003 | 0.011 | 0.000 | 0.017
-25 0.001 | 0.013 | 0.002 | 0.018 | 0.003 | 0.012 | -0.006 | 0.025 | -0.003 | 0.010 | 0.001 | 0.016
-20 0.003 | 0.013 | 0.000 | 0.007 | 0.004 | 0.013 [ -0.009 | 0.027 | -0.003 | 0.010 | 0.000 | 0.015
-15 0.003 | 0.014 | -0.001 | 0.006 | 0.006 | 0.013 [ -0.004 | 0.014 | -0.002 | 0.011 | 0.000 | 0.017
-10 0.003 | 0.016 | -0.003 | 0.007 | 0.006 | 0.014 | -0.002 | 0.013 | -0.006 | 0.011 | 0.000 | 0.019
-5 -0.003 | 0.018 | 0.001 | 0.006 | -0.002 | 0.011 | 0.000 | 0.016 | -0.010 | 0.006 | -0.009 | 0.012

mwwq 30, Sept 6, Sept 21, Nov 4, March 27, Aug 19, Jan
5 -0.005 | 0.009 | 0.007 | 0.018 | 0.004 | 0.010 | -0.006 | 0.037 | -0.007 | 0.006 | -0.007 | 0.021
10 -0.004 | 0.013 | 0.004 | 0.013 | 0.005 | 0.011 | -0.007 | 0.032 | -0.006 | 0.007 | -0.011 | 0.025
15 -0.002 | 0.012 | 0.004 | 0.011 | 0.005 | 0.010 | -0.003 | 0.029 | -0.005 | 0.009 | -0.007 | 0.022
20 -0.005 | 0.016 | 0.003 | 0.011 | 0.004 | 0.009 | -0.005 | 0.030 | -0.003 | 0.010 | -0.004 | 0.020
25 -0.005 | 0.017 | 0.004 | 0.011 | 0.002 | 0.009 | -0.001 | 0.028 | -0.002 | 0.011 | -0.002 | 0.020
30 -0.005 | 0.017 | 0.004 | 0.010 | 0.002 | 0.009 | -0.001 | 0.025 | -0.004 | 0.012 | -0.003 | 0.018
35 -0.004 | 0.020 | 0.003 | 0.011 | 0.002 | 0.008 | -0.001 | 0.024 | -0.004 | 0.012 | -0.002 | 0.017
40 -0.004 | 0.020 | 0.003 | 0.014 | 0.001 | 0.008 | 0.001 | 0.023 | -0.005 | 0.014 | -0.001 | 0.018
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d Rank Test.

igne

ing Wilcoxon Si

Testing Hypothesis us

Table (111)

Period

2015

2018

2019

2020

2021

2023

30, Sept

6, Sept

21, Nov

4, March

27, Aug

19, Jan

Sig.

Sig.

Sig.

z

Sig.

Sig.

Sig.

Day -5:
Day 5

-135-

0.893

-.674-b

0.500

-.674-5

0.500

-.135-p

0.893

-.944-b

0.345

-.135-°

0.893

Day -
10:
Day10

-1.070-°

0.285

-1.682-¢

0.093

-.051-°

0.959

-.255-¢

0.799

-.866-°

0.386

-.415-¢

0.678

Day -
15: Day
15

-1.306-P

0.191

-1.931-°

0.043

-114-

0.910

-.057-¢

0.955

-1.647-°

0.040

-1.079-¢

0.281

Day -
20: Day
20

-2.016-°

0.044

-.821-¢

0.411

-.112-¢

0.911

-.448-5

0.654

-1.344-5

0.179

-.261-°

0.794

Day -
25: Day
25

-.605-°

0.545

-.982-¢

0.326

-471-¢

0.638

-.982-p

0.326

-1.440->

0.150

-444-¢

0.657

Day -
30: Day
30

-2.026-°

0.043

-.876-°

0.381

-.134-b

0.894

-.668-

0.504

-.586-°

0.558

-.648-2

0.517

Day -
35: Day
35

-1.425-°

0.154

-.622-¢

0.534

-.311-¢

0.756

-1.163-

0.245

-.753-b

0.451

-.106-°

0.915

Day -
40: Day
40

-1.438-P

0.150

-1.143-¢

0.253

-.242-¢

0.809

-1.479-°

0.139

-1.317-b

0.188

-.343-¢

0.732
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