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Abstract

Given the escalating frequency of cyber-attacks worldwide, network security has become a
pressing concern. Consequently, a substantial amount of "ethical hackers" have offered their
services voluntarily to develop strategies and scripts to combat security problems. The necessity
for more efficient management of security systems has led to the development of penetration
testing, as it is time-consuming to maintain and monitor attacks on each hardware and software
within an enterprise. Several research organisations have developed algorithms to protect networks
based on their size, kind, and purpose. This study involves the construction of a simulated
organisational framework to examine the practise of penetration testing within a live server-client
environment. The Border Gateway Protocol (BGP) was selected as the routing protocol due to its
extensive usage in contemporary networks. In addition, BGP exhibits low internal vulnerabilities,
which enhances the overall security assessment. This research introduces computer-based attacks
and actual network-based attacks, together with their corresponding defence methods. The article
demonstrates the process of conducting penetration testing on a specific BGP network. Both
internal and external network attacks are used to produce packets, exploits, and payloads. Firstly,
we commence by delineating all the sub-fields within the penetration testing domain, together with
its respective requirements and repercussions. This paper focuses on several techniques used to
attack routers, switches, and physical client workstations in the context of educational and learning
research.
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1. Introduction

Network security is one of the key considerations of any information system. The probability of
weak configurations grows as the system grows in size, producing a security loop hole. Security
weaknesses cause a slew of issues. Recent Home Depot and Target cyber security breaches, for
example, resulted in cyber hackers stealing about 60 million card numbers. Similarly, JP Morgan's
bank's recent network hack is predicted to result in a large financial loss. Many significant
industries throughout the world should take note of these instances. The necessity to secure
networks has grown considerably more crucial for all individual organisations, regardless of size
or purpose, as it helps protect sensitive information and investments of their clients. It promises to
create a secure networking environment that is resistant to offensive threats. The desire for a
person’s capacity to test a network for vulnerabilities has resulted in the emergence of a "Pentester”
in recent times, which refers to a person who performs penetration testing to examine a specific
network. Penetration testers can aid in the identification of vulnerabilities/threats and give the most



active means of defending specific systems by doing penetration testing. Penetration testers can aid
in the identification of vulnerabilities/threats and provide the most dynamic method of protecting specific
networks as shown in figure [1].
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Figure 1: A Procedure Prototype for Pen Testing [1]

2. Related work

Penetration testing is a method used to understand and evaluate the security capabilities of a
network by simulating fictional attacks and flaws. This information enhances the advancement of
any organization's security system. This chapter provides an overview of various approaches and
focuses of penetration testing. Block diagrams are used to illustrate the many stages of penetration
testing. This text offers a concise overview of the diverse tools employed by a penetration tester.
Figure 2 illustrates the objectives and advantages of this testing procedure towards its conclusion.

Penetration testing is categorised into three types: black box, white box, and grey box, depending
on the utilised approach. This also simplifies the classification into two main categories: external
and inside. In essence, the outcome hinges on whether the attacking system is situated within or
outside the network.[4-2]
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Figure 2: Penetration Testing Layout [5]
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3. Contribution

The research focuses on the following critical problem statements:
*Types, phases, and applications of penetration testing
*Conducting Border Gateway Protocol testing in the laboratory
* Assessing vulnerabilities in network equipment
» Weaknesses in different apps installed on the host machine

4. Techniques

There is a wide array of tools in the market that aid penetration testers and network
administrators in evaluating and building a secure network infrastructure for offensive security
purposes. Most of these tools are freely available, open-source software designed for ethical
hacking and specifically designed to work efficiently on Linux machines. By employing the
essential tools, numerous stages of penetration testing can be executed. There exist several tools
such as scanning tools, testing tools, working platforms, and vulnerability detection tools. The
methodologies employed to demonstrate this security evaluation are enumerated in Table 1 [7-
10].

The following tools were initially tested to work virtually with Cisco equipment.
* Graphical Network Simulator; Cisco Configuration Expert.

» Professional VMware Workstation 15.

If Windows XP is used as the target machine for application penetration testing:
» Establish a physical connection between the routers using the suitable cables.
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« Establish a physical connection between the LAN interfaces of the routers and the
corresponding switches.

* Establish a connection between the PCs and the switches.
* Follow the instructions to set up the IP addresses for the PCs and routers.

* Following a successful configuration, the personal computers should have the capability to
establish a connection and exchange network packets with one another using the ping command.

Many tools and frameworks used by operating systems to conduct experiments [11-15].
5. Methodology

A successful penetration testing methodology incorporates a step-by-step procedure for a tester to
follow. Our work is depicted in the same way as the steps in this methodology as shown in figure
3.
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Figure 3: Step by Step Pen Testing

Based on this article, the most pertinent future endeavour would involve exploiting vulnerabilities
in the BGP protocol to intercept network traffic by transmitting malicious packets among trusted
peers. Utilise the Ruby programming language to develop Metasploit scripts with the innovative
objective of executing potent exploits against safeguarded vulnerabilities in various Windows
configurations. Moreover, the study and construction of fuzzer code is both stimulating and
enables the sending of manipulated packets to many susceptible applications. By viewing
penetration testing as a regular software application, businesses may effectively and confidently
secure their network with minimal knowledge. In addition, social engineering is often disregarded,
leading to an undetected vulnerability. Implementing logical strategies to enhance confidentiality
at social gatherings and on online platforms might effectively reduce an attacker's ability to obtain
information [16-22].

6. Results

For formal customer reasons, results must be prepared. Mitigation techniques must also be
included in this document. The following are some of the most effective mitigations for this type
of intruder attack.

Turn off any superfluous services.

* Regular updates on operating systems



* Enabled firewall « Trustworthy anti-virus * Server-side IDS/IPS configuration and a strong
DMZ

7. Conclusion

This paper proposes a technique for doing penetration tests on a live network. Vulnerabilities are
discovered through the use of a range of tools and programmes, regardless of operating system or
usability. The study is followed by a full introduction to various penetration testing, BGP, testing
tools, and frameworks. The applicability and practicality of the penetration testing approach were
supported throughout the study. A prototype of an organisational network based on the present
primary internet domain protocol (BGP) is demonstrated in the lab. Finally, penetration testing is
the most secure level [27-23].

This is a network evaluation since it examines elaborated vulnerabilities in a physical network,
which aids in mitigation. Despite network equipment and server makers' best attempts to prevent
known vulnerabilities, new threats arise on a regular basis. Vulnerabilities are unavoidable since
developments in sophisticated technology are unavoidable. Successful penetration testing
employing suitable methods on a regular basis maintain the security of any organisation, winning
consumer trust.

Using this article as a basis, the most relevant future work would be to attack BGP protocol
weaknesses to capture traffic by sending malicious packets among trusted network peers. Using
the Ruby programming language, create Metasploit scripts with the novel purpose of launching
effective exploits against protected flaws in diverse Windows settings. Furthermore, fuzzer code
is exciting to learn and build, and it facilitates in the transmission of forged packets to a range of
vulnerable applications. Most significantly, treating penetration testing as if it were any other
software application will enable organisations to confidently secure their network with little
understanding. Furthermore, social engineering is usually overlooked, resulting in an undiscovered
back door. Logical techniques of emphasising secrecy during social gatherings and on websites
will aid in reducing an attacker's information collecting.
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