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The Impact of the interaction between the complexity of banking
operations and the Disclosure of Cybersecurity Risk Management
Procedures on Financial Performance - An empirical study

Abstract:

The increase in cyberattacks has led to increase the emphasis on
cybersecurity procedures in banks, as they are more vulnerable than others
to these attacks. Therefore, | first develop a disclosure framework for
cybersecurity risk management practices derived from the Saudi Capital
Market Authority's cybersecurity guidelines and investigate whether this
disclosure influences banks’ financial performance using a sample of
Saudi commercial banks over the period from 2018 to 2022. |, then,
investigate whether the complexity of banking operations moderate this
relationship. While I find insignificant relationship between the disclosure
of cybersecurity risk management and the financial performance of Saudi
commercial banks, I find a significant positive relationship between the
financial performance of these banks and the complexity of banking
operations as measured by total deposits and total assets. Also, | find
inverse but insignificant relationship between banks’ financial
performance and the number of branches, the number of customers, and
the number of ATMs. Interestingly, | find a significant relationship
between the financial performance of Saudi commercial banks and the
interaction between the complexity of banking operations, and the
disclosure of cybersecurity measures.

The findings of this study have important policy implications and
highlight the importance of issuing a standard for cybersecurity risk
management procedures along with another standard for their audits, as
well as including a disclosure guide for these measures in the banking
sector within the recommendations of the Basel Committee, with
central banks being obligated to disclose them.

Keywords : Complexity of banking operations, Disclosure of
cybersecurity risk management Procedures, Financial Performance.
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Ailaie Al oda aaiy Ly /€0 daiy §dse V) Gu e Gl e © e liad)l

) et A A pnd) Slagdl e g LAY ZLaill b il e 5 Y G

& Pearson Correlation Lls ¥ Jdas it Jull (£) 28 Jsaall (e WS
:Q\).M\@A;J‘Yj Jo :*\:\Jmcfjﬁu.adla

Axdl @ldjial @l il g o2 Pearson Correlation bls )l dighas () &) Jyan

Y1| X1 | X8 | X9 | X10 | X11 | XI2 X13 |X14| X15 | XI16
1 Pearson Correlation | 1 | 011 |-.147 [-025| 352+ | -176 | 983*+ | 373** [.106| 176 | 254
Sig. (2-tailed) 941 | 307 | 865| 012 | 221 | .00 008 | 463 | 220 | 076
X1 Pearson Correlation 1 |[-162(-268| -017 | -219 | -031 | 360* |-067| -259 | -049
Sig. (2-tailed) 261 | 060 | 907 | 127 | 830 010 | 644 | 069 | 738
X8 Pearson Correlation 1 [293*| 211 [935++| 172 015 | 169 | 281* | 267
Sig. (2-tailed) 039 142 | 000 | 231 915 | 242| 048 | 061
X9 Pearson Correlation 1 | 347+ | 302+ | 082 |-391+*| 064 | 229 | 262
Sig. (2-tailed) 014 | 033 | 570 005 | 656 | 110 | 067
X10  Pearson Correlation 1 227 | 310* | -198 |.116| 096 | .159
Sig. (2-tailed) 112 | 028 167 | 423| 506 | 271
X11 Pearson Correlation 1 198 -D14 | 090 | 326* | 290*
Sig. (2-tailed) 169 925 | 533| 021 | D41
X12  Pearson Correlation 1 -380*+ [-117| 165 | 273
Sig. (2-tailed) 007 | 418 | 252 | D55
X132  Pearson Correhtion 1 |-D004( -134 | -023
Sig. 2-tailed) 979 | 354 | 873
X14 Pearson Correlation 1 | 094 | -057
Sig. 2-tailed) 518 | 693
X15 Pearson Correlation 1 A59+*+
Sig. (2-tailed) 001
X16 Pearson Correlation 1
Sig. (2-tailed)

+, Correlation is significant at the 0.05 level (2-tailed).
+£, Correlationis significant at the 0.01 level (2-tailed).
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alaainly Al &gy G A mal) GV Sl a) e Zlady) b ol &l Dl
sl =il (0) o, M Jsaall adlis.One way ANOVAJLS

(ANOVA) Uil gits gy (2) o8, dsta
Sum of Squares df | Mean Square| F Sig.
X1 Between Groups 164.080 9 18.231 802 617
Within Groups 909.600 40 22.740
Total 1073.680 49
X2 Between Groups 23.920 9 2.658 1.772( .104
Within Groups 60.000 40 1.500
Total 83.920 49
X3 Between Groups 21.680 9 2.409 .808 611
Within Groups 119.200 40 2.980
Total 140.880 49
X4 Between Groups 22.820 9 2.536 4.528| .000
Within Groups 22.400 40 560
Total 45.220 49
XS Between Groups 21.780 9 2.420 942 501
Within Groups 102.800 40 2.570
Total 124.580 49
X6 Between Groups 27.280 9 3.031 .660 .739
Within Groups 183.600 40 4.590
Total 210.880 49
X7 Between Groups 31.200 9 3.467 677 .725
Within Groups 204.800 40 5.120
Total 236.000 49
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