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Abstract:

The study aimed to prove the effectiveness of learning based on digital
games in developing the principles of ethical hacking and awareness of cyber
wellness among third-year middle school female students. The study used the
descriptive approach and the quasi-experimental approach. The study sample
consisted of (23) third-year female students in the middle school in Mecca. The
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study tools included an achievement test for the principles of hacking, and an
awareness measure for cyber wellness, which includes four dimensions: developing
cyber usage, cyber identity, cyber relations, and cyber ethics. The study also used
an educational game that can provide education related to the principles of ethical
hacking using digital game-based learning.

The learning objective was determined to develop educational
methods through examining or analyzing the cyberattack process, and the
game material was chosen by applying learning the principle of information
security penetration to a game model. The study experience helped the
students to understand some of the security settings applied in the network
environment. This game ensures unlimited widespread of the challenge by
having the students perform three tasks for each challenge. The level of
challenges was applied to enhance middle school students. The results
showed the effectiveness of learning based on digital games in developing
the principles of ethical hacking and awareness of cyber wellness.
Keywords; digital game-based learning, principles of ethical hacking,

Cyber wellness
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