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A Comprehensive Survey on Passive Techniques for
Digital Image Forgery Detection
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Abstract—One of the most common types of multimedia in daily
life is digital photographs. Digital picture editing has been made
easier with the availability of sophisticated yet user-friendly
editing tools. As a result, it is now crucial to consider the
legitimacy of these digital photos. Techniques for detecting digital
picture forgeries seek to determine the image's changes and
verify its legitimacy. There are two categories of these
techniques: active and passive. The paper presents the different
types of image forgeries and its detection techniques. Also, we
present a survey on passive strategies for image fraud detection.
To elucidate the issue of digital image forging and provide clarity
on the suggested approaches for detecting forged images, four
study points have been presented. Along with discussing
numerous issues that require attention, the survey offers
suggestions for potential future study avenues.

Keywords— Image Tampering, Forgery Detection, Copy-move
Detection, Splicing Detection, deep learning.

I. INTRODUCTION

Over the past ten years, researchers have become
increasingly concerned about the security of image content in
contemporary multimedia systems. Several techniques,
including watermarking, encryption, steganography, and
picture forgery detection, can be used to secure image content.
The fundamental principle of steganography and
watermarking is to conceal a secret signal, message, or image
under a cover image to safeguard the owner's copy rights or to
transmit important information. Another perspective for image
security is to have the ability of forgery detection. Forgery is
known as intended content change of digital images. Changing
this content can be made based on the extracted patches from
the same or different images with close characteristics. The
endeavors toward robust forgery detection algorithms have
initiated different approaches for this purpose. It is possible to
assess the available articles on image forgery attack detection
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methods by concentrating on a few key areas. The various
kinds of digital image forgeries are first described. Also
addressed are the several strategies and modeling techniques
that serve as the foundation for forgery detection and
localization methods that are available in the literature

Il. IMAGE FORGERY TYPES

Splicing, retouching, and copy-move forgeries are the
three categories of image forgeries.

Copy-Move Forgery: The process of copying portions
of a picture and pasting them in different locations within
the same image is known as copy-move forgery. Therefore,
the pixel dynamic range of the duplicate portion, which is
extracted from the same image, is the same as that of the
other portions of the picture. The correlation that exists
between these two regions can be explained by this. To
conceal an object or add other objects to the image is the
goal of copy move forgeries. Fig. 1 provides examples of
copy-move forgeries. It demonstrates how copy move can
be used to edit images. The original image is used to create
the altered photo. There is just one girl in the first picture,
which is the original picture. One of the two girls in the
second picture is a replica of the other. Following copy-
move picture change, post-processing operations such as
compression or blurring are carried out. The aim of this
post-processing step is to conceal the tampering operation's
alteration. Copy-move approaches aim to extract the areas
of the image that are replicated. The duplication is indicated
by the similarities between features that were taken from
two distinct areas of the image.

The advantage of copy-move forgery is no needing
external images. The source and the destination location of
forged parts is the same image. Localization of duplicated
parts in the given image is easy because the duplicated parts
have the same lighting condition, the same background, and
the same properties.

Splicing Forgery: The process of creating an image out
of many images is called splicing forgery. A portion of an
image is inserted into the original image to create the forged
image. The splicing forgery is more destructive than other
types of forgery. The facts can be changed more easily by
merging any images with each other's. The purpose of
splicing forgery is changing the real information. An
example of splicing forgery is given in Fig. 2. The tampered
image in Fig. 2 is created by adding a child to the original,
which simply had the sky in it.
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(b) Forgery images
Fig. 1. Examples of copy-move forgery.

Some post-processing methods, blurring, enhancements,
color changes, may be used after the combination to hide any
details that may help in forgery detection. The methods used
to identify image splicing rely on following the traces left
behind by the tampering process. The edges of the composed
region are different from the remaining image, by tracking the
edge discontinuity tampering is detected. Additionally, the
tampered area may have uneven lighting compared to other
areas of the image due to the differences in image
characteristics caused by different types of cameras. So,
Discontinuity in edge, inconsistency of lighting condition,
geometric situation and camera leaves abnormal artifacts on
the forgery image. Generally splicing tampering can be
obtained by researching those artifacts.

The disadvantage of splicing forgery is the tampering created
by using several external images. Detecting the location of a
forgery is easier than detecting copy-move forgery.
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(a) Forgery images

(b) Original images
Fig. 2. Examples of splicing forgery.

Retouching Forgery: Retouching forgery is the process
of enhancement of image appearance by changing the color
and contrast or hiding visible flaws on skin. The images
don't change but increase or decrease some properties in
images, such as resolution setting or color changing. The
purpose of retouching forgery is enhancement the image
quality. Examples of retouching are shown in Fig. 3. In Fig.
3 the tampered image is composed by changing the size or
expanding for a certain region, color changes and
illumination changes to hide the defects in images.

The advantage of retouching forgery is not destructive. It
is used in aesthetic and commercial applications. The
disadvantage is the detection of tampering images without
actual photo is very difficult.

(a) Forgery images
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(b) Original images
Fig. 3. Examples of retouching forgery.

I1l. FORGERY DETECTION TECHNIQUES

Forgery detection techniques have become an
indispensable necessity at the present time due to the
continuous increase in fake images that surround us in all
fields. The intentional manipulation of a digital image is to
modify or change the facts contained in the images. The aim
of forgery detection techniques is to identify instances of
forgery. Techniques for detecting forgeries are divided into
two groups: passive methods and active methods. The
categorization of methods for detecting forgeries is shown in
Fig. 4 [3, 4, and 5].

| Forgery detection techniques I

v
Active techniques
I Signature | | Watermarking I Forgery type Forgery type
& dependent independent
Robust Fragile and semi-
watermarking fragile watermarking
A 4
Copy-move Image splicing
detection detection
| Retouching detection I | Lighting Conditions |

Fig. 4. Classification of forgery detection techniques.
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Active Forgery Detection Techniques: The idea behind
how forgery detection techniques operate is to include outside
data into the image. The embedding process is performed
during image acquisition or before the image publishes. The
purpose of inserting data is to discover the image acquisition
source and to find out if there is a change made in the contents
of the image. Examples of active forgery techniques are a
digital signature [9, 10, 11] or a watermark [6, 7, 8]. The
process of verification involves identifying the watermark or
signature. A particular image or message is inserted in an
image now of production using watermarking techniques. The
watermark is then extracted and matched to the original
watermark after the image has arrived at its destination.
Forgery is indicated if it is shown to deviate from the original.
There are three types of watermarks: semi-fragile, fragile, and
robust.

Despite the effectiveness and reliability of the active
methods, it is not widely used. It needs special types of
acquisition cameras, and these are very expensive.

A robust watermark: A robust watermarking does not
affect the different operations applied to the image such as
rotation, compression, and scaling. Usually, a robust
watermarking is used to identify the image source and protect
the copyright and it is embedded in the frequency domain.

A fragile and semi-fragile watermark: A fragile or semi-
fragile watermark, in contrast to a robust one, is altered and
distorted when processing operations are applied to the image
[12, 13, 14]. Spatial alteration affects both fragile and semi-
fragile watermarking, however semi-fragile watermarking is
more resistant to JPEG compression. To identify modification
and demonstrate the integrity of the image, the original
watermark and the one that was extracted from the case image
are compared.

Passive Forgery Detection Techniques: These methods
rely on the signal or image itself to identify the fake. These
methods can be used with comparable statistical tools. These
methods detect forgeries without the need for more
information. The passive methods utilize the features that are
extracted from the image to detect forgeries. Several research
have been introduced a general survey [15, 16, 17, 18, 19] for
different types of forgery techniques. The most common
categories are forgery depending on technique and forgery in-
depended technique as shown in Fig. (4).

IV. A COMPARISON BETWEEN CoOPY-MOVE ALGORITHMS
The cloned portions in the copy-move technique [19-27] have
some traits in common with the remaining images, such as
backdrop, lighting, and dynamic range. Forgery detection
consequently gets more challenging. Various methods for
identifying copy-move forgeries are studied. These methods
fall into one of two categories: block-based methods or key
points-based methods [19]. The general procedures employed
in the various copy-move forgery detection techniques are
shown in Fig. (5). A lot of methods begin with pre-processing
operations like color system conversion, image improvement,
or noise reduction. The sole distinction among all methods is
the features extraction technique. The feature vectors ought to
provide accurate image representation while preserving all
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data. Next, by identifying a high degree of similarity between
the feature vectors, matching is carried out to obtain the
duplication region.

Input Image
I

Pre-Processing

I
[ ]

Block-based Method Key-point Method

l |
I

Feature Extraction
[

Matching
I

Forgery detection
I

Post-Processing

Fig. 5. The general steps used in the different copy-move
forgery detection approaches.

Using block-based methods, a tiny overlapping block is used
to extract feature vectors. In [20], the images are split up into
overlapping blocks, and then Walsh Wavelet (WW) and
Discrete Cosine Transform Wavelet (DCTW) are applied to
each block. Discriminative characteristics are collected from
coefficients for every block. After lexicographic sorting of
these feature vectors, a block matching step is used to identify
duplicate blocks.

Discrete cosine transform (DCT) is used in [21] on every
block.; the dimension of each block will be reduced by
representing each DCT coefficients with a circle block and
four features are extracted. Finally, the feature vectors are
lexicographically sorted, and threshold value is selected to
find duplicated image blocks. Dyadic Wavelet Transform
(DyWT) [22] is used to extract the features. The image was
segmented into low frequency and high frequency sub-bands
using the Stationary Wavelet Transform [23]. The low
frequency sub-band was then split into overlapping blocks,
from which four features were extracted using four triangle
segments per block. The 1-level Discrete Wavelet Transform
(DWT) results in a low frequency sub-band that is divided into
overlapped blocks in [24]. For each block, the coefficients of
the fractional Fourier transform are computed, and a feature
matrix is created. The authors in [25] preferred to use Gabor
response for each overlapping block of the image because
Gabor filters provide invariance to illumination, rotation,
scale, and translation. After lexicographic sorting of the
feature vectors, duplicate image blocks are found.

Duplication Region forgery is found in [26] by dividing the
image into overlapping blocks and applying Discrete Cosine
Transform for each block. Discrete cosine transform and
principal component analysis are used the feature vector of
overlapping blocks in [27].
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Conversely, to lower the computational cost, key point-
based methods like Scale Invariant Feature Transform (SIFT)
[35-38] and Speeded Up resilient Features (SURF) [39-41]
are employed. These algorithms are resilient to noise and
invariant to scaling and rotation transformations. In [35], SIFT
key point descriptors are employed as feature vectors, and a
comparison is made between them to obtain features that are
similar. In [36], detection copy-move is enhanced by first
extracting texture information from the image using Local
Phase Quantization and then applying SIFT. To extract the
feature descriptors, the image in [37] is first broken down
using DyWT and then the LL sub-band is subjected to the
SIFT transform. DWT and SIFT have been utilized in [38] to
extract features.

Because the SIFT key point feature vector has a dimension
of (1x128), calculation is sluggish. The descriptor is computed
more quickly when integral pictures with a SURF key point
descriptor are used instead of SIFT descriptors and feature
vector dimensions (1x64). Thus, SURF key point is used in
current research, its features are extracted, and their
descriptors are matched with one another.

Numerous matching strategies, including nearest neighbor,
KD tree, and Euclidean distance [59], are being studied. The
spatial positions of the matched points are subjected to an
agglomerative hierarchical clustering [60,61]. The nearest
feature vector is clustered using K-means [62]. In Tables 1 and
2, the all k data set was used, 30 percent of which was used for
testing and 70 percent for training.

V. A COMPARISON
ALGORITHMS

Splicing forgery detection techniques are intriguing
because they identify abrupt changes between segments of an
image. It has been suggested to use the algorithm in [50] to
determine the shift in the illuminant hues. The illuminant sub
bands are estimated using the grey-world technique, and the
forged regions are located by comparing the results.

Z. Moghaddasi [51] divided the image to overlapping
blocks and applied the singular value decomposition (SVD)
and discrete cosine transform (DCT) for each block. The
feature vector is composed of 25-DSVD coefficient and 25-D
DCT+SVD coefficient. The image [52] is converted from
RGB to YCbCr component and chrominance component is
divided to overlapping blocks. For each block Local Binary
Pattern (LBP) is calculated, then DCT transform is applied on
the resulting LBP blocks.

Finally, the standard deviations are determined for every
block that symbolizes the vector of features. The authors of
[53] suggested combining the DCT frequency domain and
spatial domain Markov characteristics.

The image is separated into blocks that don't overlap. After
applying the DCT transform to the image blocks, the Markov
feature is computed.

The chrominance component [54] is divided into non-
overlapping blocks. LBP followed by wavelet transform are
applied to each block, then PCA is used to reduce dimension
of feature vectors. SVM is used as a classifier.

The features [55] are formed from image quality metrics
(IQMs) and moments of characteristic functions of wavelet

BETWEEN  SPLICING
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sub bands. Image forensic technique [56] depended on the
discovery of the inconsistencies in the illumination. This
algorithm combines texture and edge points. Texture features
are represented by illuminant color and edge points have been
estimated using HOG descriptor. Additionally, the idea of
lighting discrepancies is incorporated by approach [57].
Illuminant color estimation on image region based on pixels
and edges might help detect inconsistencies between distinct
images. In Table 3, the all k data set was used, 30 percent of
which was used for testing and 70 percent for training.

VI. DEEP LEARNING MODELS

Deep learning techniques are now applied to the detection of
image manipulation [62, 63, 64]. Because these algorithms can
extract complicated features from images, they reported higher
accuracy than older methods. Typically, CNNs do not extract
features through image editing, but rather rely on the content
of the images.

Since certain local relationships are altered by manipulation, it
extracted the local structural relationship between pixels rather
than taking the image's content into consideration.

In Tables 4, the all k data set was used, 30 percent of which
was used for testing and 70 percent for training.

VIl. CHALLENGES TO BE OVERCOME IN COPY-
MOVE FORGERY DETECTION

Previous research has shown that it is challenging to identify
which sections are from the same image. Thus, many of the
features, including colors, noise, and lighting, remain largely
consistent between the copied and pasted regions. Copy-move
techniques fall into two categories, as previously mentioned:
block-based and key-point-based techniques. Pre-processing is
applied in block-based approaches by dividing the image into
overlapping and non-overlapping blocks. Block-based
matching techniques are used to match feature vectors that are
derived from feature extraction algorithms. Thus, the
calculations are more involved and need more time.
Conversely, the segmentation of the image into blocks using
key-point based approaches is eliminated. The identified local
features from the image, like corners, edges, and blobs, are
displayed with the extracted key-points. Key-point-based
techniques, on the other hand, extract fewer key points from
smooth surfaces and are quicker and less computationally
demanding. Therefore, detection is more challenging. To
overcome the drawbacks of using each method separately, the
two are blended. To extract key points from the entire image
using the hybrid method, segmentation can be done first.

VIIl. CHALLENGES TO BE OVERCOME
SPLICING FORGERY DETECTION

Previous research has shown that there are several issues that
need to be resolved. Frequently encountered obstacles include
computational intricacy, resilience to post-processing
procedures, precise forgery location, and the requirement for
resilient statistical attributes.

IN

IX. THE PACKAGES AND PROGRAMS USED IN THE
SIMULATION

13

The experiments were carried out on MATLAB, C++, and
Python.

X. CONCLUSION

In this research, the different types of image forgery, which
are copy-move, splicing, and retouching, are discussed,
explaining the aim, the mechanism of action, and the
advantages and disadvantages of each type. Techniques for
detecting forgery images were also identified, explaining the
aim and classification. Finally, deep learning techniques
currently applied to detect image manipulation, in addition to
comparisons were made between copy-move algorithms and
splicing algorithms and the challenges to be overcome.

XIl. FUTURE WORK

It is clear from the literature evaluations that there is still much
to be done in forgery detection. Future work can be offered in
many different branches because there are many different
difficulties that need to be solved. These branches contain the
localization of the forgery region and other discrete transform
domain, or hybrid transforms may be utilization for forgery
detection. Also, deep learning algorithms are used for forgery
detection. Different coordinate systems may be tested to
identify the more accurate channel. Robust statistical features
are needed to enhance accuracy. New techniques are proposed
to reduce the computational time
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